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In the heat of the crisis

How a hacker goes from zero to 
hero and causes a cyber crisis

Etienne Verhasselt, Team lead Application Security & Ethical hacking
Koen Vanderloock, Senior Application Security Consultant & Threat Modeler
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Your expectations mirror the challenges you encounter!

▪ Do you have a checklist for better preparedness?

▪ What is the ultimate solution to prevent all cyberattacks?

▪ How to anticipate a crisis effectively?

▪ Identifying the most likely crisis scenarios for your 

organization.

▪ Strategies for preventing a cyber crisis.

▪ The criteria for classifying an incident as a risk.

▪ Efficient methods to detect all potential hacker entry 

points.

▪ Calculating risk efficiently for specific threats or crises.

▪ Addressing concerns and nervousness within top 

management.

▪ Key elements to include in cyber crisis test scenarios.

▪ Sensitizing customers to the importance of crisis 

preparedness.

▪ Predictions for the cybersecurity industry in the next two 

years.

▪ Mitigating the lack of anticipation.

▪ Promoting responsibility among key stakeholders before 

a crisis and avoiding decision overlaps during a crisis.

▪ Etc.
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It becomes crucial to comprehend
potential threats, attack vectors,
and their (possible) business impact.
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How a hacker goes from zero to 

hero and causes a cyber crisis

Let’s not wait for a crisis but learn to be the

hero ourselves and avoid one.

In this breakout session, we’ll delve into the

thrilling realm of attack scenario modeling

where red (offensive) and blue (defensive)

teams unite to form a powerful purple force.

A real-life case will be our guide as we share

battle-tested techniques to fortify your

defenses.

Real-life attack scenario

Steal confidential data
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Red teaming process

Determine

objectives / flags

Develop potential 

threat scenarios

Select threat 

scenario(s)

Refine threat 

scenario

Validate threat 

scenario

Execute offensive 

activities

Ongoing defensive 

activities

Reporting

Reporting

Analyze, evaluate 

and triangulate
Lessons learned

Measure / Evaluate

Threat scenario 

library

Threat scenario 

playbook

Offensive 

report

Defensive 

report

Debriefing 

report

Improvement

Lessons learned 

report

Governance level

Operational level

Attack scenario 
modeling
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Potential threat scenario 

An attacker will look for (zero-day) 

vulnerabilities in an application and exploit 

those vulnerabilities.

The objective is to reach and gain control of 

the internal system located at the deepest 

level of the network and obtain confidential 

data (= crown jewels).

#3

#2

#1

The objective / flag

An attacker will try to steal the confidential 

data of your organization.
Determine

objectives / flags

Determine

objectives / flags

Develop potential 

threat scenarios

Select threat 

scenario(s)
Determine

objectives / flags

Develop potential 

threat scenarios

Select threat 

scenario(s)

Perceptual positions

- Orange Cyberdefense

- The customer = you

- Neutral observer

Perceptual positions

- Orange Cyberdefense

- Threat Intelligence

- Ethical hacker

- Criminal mindset = adversary, hacker

- The customer = you

- Neutral observer
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Refine the threat scenario - (1) Attack scenario

Perceptual positions
- Orange Cyberdefense
- Threat Intelligence
- Ethical hacker
- Criminal mindset = adversary, 

hacker
- The customer = you
- Neutral observer

Refine threat 
scenario

Threat scenario 

playbook
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Refine the threat scenario - (2) Architectural system overview

Threat Scenario

Number of the 

threat scenario

Increasing step in 

the attack scenario
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Refine the threat scenario - (3) Offensive part

Conceptual 

attack 

scenario



Restricted

Confidential12

Refine the threat scenario - (3) Offensive part

Conceptual attack 

scenario

High-level steps 

of the attack 

scenario
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Refine the threat scenario - (3) Offensive part

Scenario 

attack tree

Conceptual attack 

scenario

High-level steps of the 

attack scenario
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Refine the threat scenario - (3) Offensive part

Conceptual attack 

scenario

Scenario attack tree

High-level steps of the 

attack scenario

Details of the attack scenario
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Refine the threat scenario - (4) Defensive part

▪ Network security devices

▪ Vulnerability assessment and penetration testing

▪ Anti-Advanced Persistent Threats (AAPT)

▪ Endpoint detection and response (EDR) security technology

▪ Security Information and Event Management (SIEM) systems

▪ Flow collectors (network traffic analysis)

▪ Cyber Threat Intelligence (CTI/TI)

Implemented detection points
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Refine the threat scenario - (4) Defensive part

Implemented detection points

Attack

defense 

tree
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Refine the threat scenario - (4) Defensive part

Implemented detection points

Attack defense 

tree

Implemented 

countermeasures
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Refine the threat scenario - (4) Defensive part

Implemented detection points

Attack defense 

tree

Implemented 

counter-

measures

Data source mapping
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Refine the threat scenario - (4) Defensive part

Implemented detection points

Attack defense 

tree

Implemented 

counter-

measures

Data source mapping

Detection 

capability 

scoring



Restricted

Confidential20

Comprehending potential threats, attack vectors, 
risks, and their business impact is a critical factor 
that sets apart cybersecurity excellence from 
cybersecurity in the mainstream.
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Thank you!

Etienne Verhasselt, Team lead Application Security & Ethical hacking
Koen Vanderloock, Senior Application Security Consultant & Threat Modeler
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Refine the threat scenario - (3) Offensive part

Scenario 

attack 

tree

Conceptual attack 

scenario
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