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Organizations Are Under Pressure To Meet New Risks

66% of Organizations
Were Hit By
Ransomware In the
Last Year

Average Cost To Average Time To
Remediate An Attack Recover

Source: Sophos, The State of Ransomware 2022



Infrastructure Security is Not Enough
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Why Are Organizations Stuck Paying Ransoms?
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Ransomware Option 2: Attempt to recover
locks down data @ 5 | X @
l Engage IT Ops Engage SecOps
@ o8 VQ )
Opti 1: p Is My Data Has Sensitive Data Can We Prevent
ption 1: Pay ransom Recoverable? Been Impacted? Reinfection?

What'’s the Scope Can We Recover
of the Attack? Quickly?

PAY RANSOM / HOPE FOR BUSINESS RECOVERY



The Next Frontier in Cybersecurity

Infrastructure Security And Data Security Together Provide Zero Trust Security

Infrastructure Security Data Security
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Prevention Detection Investigation Data Resilience Data Observability Data Recovery
- - . Zero Trust . R
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The Pillars of Data Security
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Data Resilience Data Observability Data Recovery

What if you could What if you could What if you could

cyber-proof your monitor risks rapidly recover just

data with secure and investigate the data you need?
backups? threats quickly?



Questions That Delay Investigations

Was sensitive data affected
by an attack?

Has there been unusual activity
and what kinds?

Are there indicators of
compromise?

What files and applications were
affected in an attack?

%of



Improve Cyber Defense With Data Observability Engine

Proactively Monitor Data
Risks and Remediate
Threats Quickly with
Machine Learning

%of

All apps/data —>

Time
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“al Rubrik Data Observability

Continuously monitor your data for ransomware, sensitive data exposure, and indicators of compromise

Determine the scope of ransomware attacks,
using high fidelity machine learning to detect

- 4GB Suspicious Data

O~ 65GB  Ocleted Data

deletion, modifications, and encryptions O 213GB  Auded Data
O~ 32GB  Mogitied Data

Reduce sensitive data exposure by
discovering what types of sensitive data you
have, where it lives, and who has access to it

Prevent malware reinfection by analyzing the
time-series history of snapshots for IOCs to
identify initial point of infection
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©) Rubrik Data Recovery

Surgically recover your apps, files, or users, while avoiding malware reinfection

Ensure safe and quick data recovery by
guarantining data infected with malware

Restore business operations quickly by
surgically recovering apps, files, or users

Recover applications quickly with
pre-built workflows and disaster
recovery plans
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RPO Lag

Low

Low
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Liisy
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Enterprise Data
Protection

Cloud Data Protection

Microsoft 365
Protection

$o% rubrik

Data Security Command Center
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Ransomware Monitoring
& Investigation

Sensitive Data Monitoring
& Remediation

Threat Monitoring &
Hunting

@ Threat Containment

Mass Recovery

— Orchestrated App
N Recovery
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Rubrik Keeps Data Safe and Makes It Easy To

R@ﬂl@&é@ﬁesponse Cycles Can Be Reduced To A Few Hours

Cloud Enterprise

SaaS

O
0

SIEM and SOAR Systems

Analysis _— Containment
Find Indicators of ‘ ‘ Quarantine infections

Compromise for safer recovery

Detection Recovery
Identify Malicious Recover rapidly
Changes data at any level

Discovery Post-Incident

Reduce Risk l T~ l Audits and Reviews 13

Classify Data to Leverage insights for
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Analytics and Automation Help Optimize RTO and RPO

Analytics to identify the
last known clean snapshot
and prevent malware from

reinfecting systems
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Automation to
quickly and
surgically restore
affected systems

Cyber Attack Occurs

Backup Backup Last Known Good
Snapshot Snapshot Snapshot

O

Resume
Business
As Usual
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Rabyio hafienckesparaitand recover faster

“With Rubrik, we were able to analyze the impact,
quickly identify what data was encrypted and
where it resided in our environment.

We did WE;Engz?som.
We had zeio da :
NN PG
less th

Rubrik really saved us.”

Aaron Pritchard, IT Systems Analyst,
Langs Building Supplies



Rubrik Keeps Data Safe and Makes It Easy To Recover

Data Resilience Data Observability

Your data is Cyber threats
defended against are monitored

cyber threats continuously and

analyzed quickly

O

Data Recovery

Your business
operations are
recovered
within hours
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