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Salt Security defined 
and leads the API 
security category

The only patented API 
attack prevention
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Software is 
eating the world.
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APIs are



Bad actors 
are innovating 
with APIs too
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“By 2022, API abuses will move from an infrequent to 
the most-frequent attack vector, resulting in data 
breaches for enterprise web applications.”20 November 2017 

Strategic Planning Assumption

“As 2022 approaches, this prediction could arguably be 
counted as “missed” — but only because we 
underestimated the steep rise in attacks on APIs.”6 December 2021 

A Look Back
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Single API call - seconds to minutes
Known attacks – SQLi, XSS, etc.

One and done

PAST

Sequence of API calls - days to weeks
Business logic attacks – requires context

Low and slow

TODAY

These headlines keep happening because the world has changed

Attack 
surface

Attacks

Few APIs, static, 
minimal shared data

1000s of APIs, dynamic, 
extensive shared data
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The most dangerous http response code

200 OK
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Better context is the “how” behind all great security
Context is hard with APIs

A sea of API calls and responses

Subtle manipulations are easy to miss

What a WAF sees
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Better context is the “how” behind all great security
Context is hard with APIs

What other API security 
solutions see

A sea of API calls and responses

Subtle manipulations are easy to miss



Context requires a wider lens
Needs cloud-scale big data + mature ML/AI
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A1: Broken Object Level Authorization

A2: Broken Authentication

A3: Excessive Data Exposure

A4: Lack of Resources & Rate Limiting

A5: Broken Function Level Authorization

A6: Mass Assignment

A7: Security Misconfiguration

A8: Injection

A9: Improper Assets Management

A10: Insufficient Logging & Monitoring

OWASP API Security Top 10

https://owasp.org/www-project-api-security/
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Request:
GET /v1/customers/15981?userId=207939055 HTTP/1.1 

Authorization: Bearer gwwh1Y4epjv9Y

Cookie: _ga=GA1.3.630674023.1502871544; 
_gid=GA1.2.1579405782.1502871544;userId=207939055
Host: payments-api.dnssf.com
X-Forwarded-For: 54.183.50.90

Response:
200 OK

{     

userId: 207939055,
firstName: ”John”,
lastName: “Smith”,
email: “john.smith@acme.com”, 
phoneNumber: “+1650123123”

}

Legitimate – userId matches in the 
query parameter and request 

Request:
GET /v1/customers/15981?userId=207938044 HTTP/1.1 

Authorization: Bearer gwwh1Y4epjv9Y

Cookie: _ga=GA1.3.630674023.1502871544; 
_gid=GA1.2.1579405782.1502871544;userId=207939055
Host: payments-api.dnssf.com
X-Forwarded-For: 54.183.50.90

Response:
200 OK

{     
userId: 207938044,

firstName: ”David”,
lastName: “Miller”,
email: “david.miller@example.com”, 
phoneNumber: “+1912456456”

}

Attack - Attacker changes the 
userId in the query parameter

Unauthorized access can result in
- unauthorized data access
- data loss
- data manipulation
- can also lead to full account 

takeover

API protection solutions must 
detect when 2 identifiers should 
always be identical to prevent an 
attacker from manipulating one of 
them

A1 – Broken Object Level Authorization (BOLA)
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• While authentication was needed to access the files, 
the expert initially managed to access one contract, 
linked to a specific phone number and contract number, 
after brute-forcing the URL’s GET parameters.

• The researcher then realized that modifying the value 
of one of these parameters would display a different 
contract.

https://daleys.space/writeup/0day/2019/09/09/verizon-leak.html

A1 - BOLA : Verizon
Exposure of personal information of 2 million Verizon Wireless customers

https://daleys.space/writeup/0day/2019/09/09/verizon-leak.html
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https://www.pentestpartners.com/security-blog/group-sex-app-leaks-locations-pictures-and-other-personal-details-identifies-users-in-white-house-and-supreme-court/

A3 – Excessive Data Exposure: Three Fun
Exposing near real time location and PII

13

It exposes the near real time location of any user; at work, at 

home, on the move, wherever.

It exposes users dates of birth, sexual preferences and other data.

3fun emailed the researcher to grumble (because that’s the thing 

you should be upset about…).

It exposes users private pictures, even if privacy is set.

https://www.pentestpartners.com/security-blog/group-sex-app-leaks-locations-pictures-and-other-personal-details-identifies-users-in-white-house-and-supreme-court/
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A3 – Excessive Data Exposure: Three Fun
Exposing near real time location and PII
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You’ll see the latitude and longitude of the user is 

disclosed. 

Now, the user can restrict the sending of the lat/long 

so as not to give away their position.

BUT, that data is only filtered in the mobile app itself, 

not on the server. It’s just hidden in the mobile app 

interface if the privacy flag is set. The filtering is 

client-side, so the API can still be queried for the 

position data.

https://www.pentestpartners.com/security-blog/group-sex-app-leaks-locations-pictures-and-other-personal-details-identifies-users-in-white-house-and-supreme-court/

https://www.pentestpartners.com/security-blog/group-sex-app-leaks-locations-pictures-and-other-personal-details-identifies-users-in-white-house-and-supreme-court/
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Including one in the White House, although it’s 

technically possible to re-write ones position, so it 

could be a tech savvy user having fun making their 

position appear as if they are in the seat of power.

A3 – Excessive Data Exposure: Three Fun
exposing near real time location and PII

https://www.pentestpartners.com/security-blog/group-sex-app-leaks-locations-pictures-and-other-personal-details-identifies-users-in-white-house-and-supreme-court/

https://www.pentestpartners.com/security-blog/group-sex-app-leaks-locations-pictures-and-other-personal-details-identifies-users-in-white-house-and-supreme-court/
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Why is cloud-scale, big data necessary to gain full context? 

Billions of calls per month

Raw Traffic

domain
protocol
method
URI
URI parameter names
URI parameter count
URI parameter length
URI parameter datatype
request.headers
request.headers count
request.headers.names
request headers.names.datatype
request headers.names.length
request headers.names.classification
request headers names.value.datatype
request.headers.names.value.length
request.headers.names.value.classification
request.size
request.body.content-type
request.body.content-type.parameters
request.body.content-type.parameters.names
request.body.content-type.parameters.names.datatype
request.body.content-type.parameters.names.length
request.body.content-type.parameters.names.classification
request.body.content-type.parameters.names.value.datatype
request.body.content-type.parameters.names.value.length
request.body.content-type.parameters.names.value.classification
response.size
response.headers
response.headers count
response.headers.names
response.headers.names.datatype
response.headers.names.length
response.headers.names.classification
response.headers names.value.datatype
response.headers.names.value.length
response.headers.names.value.classification
response.body.content-type
response.body.content-type.parameters
response.body.content-type.parameters.names
response.body.content-type.parameters.names.datatype
response.body.content-type.parameters.names.length
response.body.content-type.parameters.names.classification
response.body.content-type.parameters.names.value.datatype
response.body.content-type.parameters.names.value.length
response.body.content-type.parameters.names.value.classification
…

100s to 1000s per call

Structural Metadata

session correlation

user identification

API characteristics (internal/external)

authentication identification

static data determination

dynamic data determination

request header data relationships

request body data relationships

response header data relationships

response body data relationships

sensitive data relationships

call sequences

call frequency

user attributes

user past behavior

…

100s to 1000s per call

Behavioral Attributes

seconds

minutes

hours

days

weeks

and beyond …

Analysis Windows

The only way to 

effectively discern 

user intent in near 

real-time with 

no alert fatigue 

(false positives) and 

no missed security 

events (false 

negatives)

AI Algorithms
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In API security, context is the only way to accurately discern user intent

Could we detect a slow frequency (one request per 

minute or per hour) single ID BOLA attack in an API 

that is fielding over a billion requests a month? 

Ask yourself…
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The Salt solution
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Gartner validates today’s unique requirements – API Security is its own category

19
“Advance Your Platform-as-a-Service Security,” Richard Bartley, 25 August 2021
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Successful API security must:

Discover APIs Protect APIs Shift left

Future, limited 
risk reduction

Immediate 
risk reduction

Essential 
foundation

and sensitive data 
continuously

against “in the 
wild” attacks

to improve API 
security posture
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How is Salt different from a WAF?

• Inline
• Stop known bad
• Manual

data classification

sensitive data leak detection

zombie and shadow APIs

• Out of band – no latency
• Prevent business logic manipulation
• Automatic

dynamic API catalog

Discovery

cross-site scripting, SQL injection

L3 for DDoS

attacker blocking during recon

baseline unique API traffic

Runtime protection

auto routing remediation details

API vulnerabilities

attacker fingerprinting

OAS gap analysis

Improved API security posture

API Security

WAF

OWASP API Top 10 ++ attacks

Some OWASP Top 10 attacks

5% overlap

21



The Salt approach –
the context to see the full picture

22

Get full coverage across all 
your APIs
Salt Security API Protection Platform

API Discovery

Runtime Protection

Shift Left Security

Deploy in minutes across all 
environments
Agentless traffic monitoring

Apply cloud-scale big data and 
ML/AI to build rich context
API Context Engine  (ACE)
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Salt in action – agentless complete protection in minutes, for any environment

23

Not inline

Automated, continuous

Environment agnostic 

1

2

3

Salt Hybrid Server 
(optional)

Block  – manual or 
automatic

Alerts, 
remediation tickets

API communications

Clients
SaaS, web, mobile, IoT

API discovery
Data classification
Baselining for 100s of attributes 
Attack detection and prevention

Mirror of all API 
traffic

API metadata

Operations and management

Customer environments Salt cloudAPI collection options

cloud

microservices

load balancers, edge, servers

servers

Agentless

Azure API 
Management

API gateways
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Top use cases for API security

24

Discover
shadow APIs

Prevent sensitive data 
exposure

Stop API
attacks

Prevent account 
takeover

Prevent data 
exfiltration

Reduce investigation 
time

Provide remediation 
insights

Simplify compliance
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Detecting and blocking a single-parameter BOLA (and the attacker behind it)
API request API response

GET/accounts
{

Account A
Account B
Account C

}

1

2

GET/accounts
{

Account A
Account B
Account C

}

3

GET/accounts
{

Account A
Account B
Account C

}

[{
account: “checking”
balance: “$4,167.39”
account: “savings”
balance: “$52,894.93”
account: “money market”
balance: “$103,112.19”

}]

[{
account: “checking”
balance: “$5,387.42”
account: “savings”
balance: “$52,983.52”
account: “money market”
balance: “$103,209.48”

}]

[{
account: “checking”
balance: “$4,216.95”
account: “savings”
balance: “$53,112.28”
account: “money market”
balance: “$103,512.26”

}]4

GET/accounts
{

Account A
Account B
Account C

}

[{
account: “checking”
balance: “$5,179.52”
account: “savings”
balance: “$53,379.49”
account: “money market”
balance: “$103,820.49”

}]

The Salt API Context Engine
Machine learning baseline

GET/accounts
{

1 unique custID/minute/user
}…
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Detecting and blocking a single-parameter BOLA (and the attacker behind it)
API request API response

GET/accounts
{

Account A
Account B
Account C

}

1

2

GET/accounts
{

Account A
Account B
Account C

}

3

GET/accounts
{

Account A
Account B
Account C

}

[{
account: “checking”
balance: “$4,167.39”
account: “savings”
balance: “$52,894.93”
account: “money market”
balance: “$103,112.19”

}]

[{
account: “checking”
balance: “$5,387.42”
account: “savings”
balance: “$52,983.52”
account: “money market”
balance: “$103,209.48”

}]

[{
account: “checking”
balance: “$4,216.95”
account: “savings”
balance: “$53,112.28”
account: “money market”
balance: “$103,512.26”

}]4

GET/accounts
{

Account A
Account B
Account C

}

[{
account: “checking”
balance: “$5,179.52”
account: “savings”
balance: “$53,379.49”
account: “money market”
balance: “$103,820.49”

}]
50

GET/accounts
{

Account D
Account E
Account F

}

[{
account: “624-0134-128”
balance: “$7,284.81”
account: “624-2426-223”
balance: “$23,816.26”
account: “624-1212-284”
balance: “$221,635.74”

}]

…

GET/accounts
{

10 unique custID/minute/user
}

The Salt API Context Engine
Machine learning baseline



© 2022 Salt Security, Inc. All rights reserved.27

Addressing the OWASP API Top 10 threats

API1:2019 – Broken Object Level Authorization

API2:2019 – Broken Authentication

API3:2019 – Excessive Data Exposure

API4:2019 – Lack of Resources and Rate Limiting

API5:2019 – Broken Function Level Authorization

API6:2019 – Mass Assignment

API7:2019 – Security Misconfiguration

API8:2019 – Injection

API9:2019 – Improper Assets Management

API10:2019 – Insufficient Logging and Monitoring

API Security Top 10 Threats WAFs API Gateways
OAS Schema 

Validation

(signature based)

partial

manual, partial

(signature based)

partial

manual, partial

manual, partialmanual, partial

manual

On prem 
API Security

partial partial

partial

partial

partial

partial

partial
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Drivers
• Protect FusionFabric SaaS banking platform and marketplace
• Meet regulatory requirements

Results
• Automatically block sophisticated, ongoing credential stuffing attacks
• Identify high-severity vulnerabilities for quick remediation
• Simplify compliance with protection and reporting

FinTech

Clients

Salt Cloud

Finastra Azure

Salt Hybrid



Only Salt delivers the depth of protection you need

Weeks of data, 4 years+ of training models, real-time analysis, network effect

API discovery Runtime 
protection Shift left

• Intelligent parsing 
of APIs, endpoints

• More accurate data 
classification

• Stop more “in the 
wild” attacks

• Block attackers, 
not attacks

• Pre-prod tests 
tuned to your APIs

• Runtime insights 
for dev team

© 2022 Salt Security, Inc. All rights reserved.
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Closing remarks

• API security is NOT a product by itself. It’s a full stack strategy.

• You can’t protect what you can’t see!

• Context is key, on premises in-line solutions fall short!

30
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Thank you!

Questions?


