








Challenge

Sophisticated threats,
complex solutions, limited
resources and expertise.

How to...

... find signals in
the noise & stay
ahead of threats?

|

... make best use
of security
technology?
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... focus on real ... be agile and
priorities? adaptive?
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=7




intelligence nou

intel-li-gence | \in-"te-la-jan(t)s @\

information concerning an
enemy or possible enemy
or an area

the ability to learn or

understand or to deal with
new or trying situations
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Being intelligent

Being intelligent, vs having intelligence
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Anticipate.

. Capabilities observe for changes in the landscape.

»  Assess the impact of changes.

Protect.
Take appropriate actions.

|

Identify.

Creates a dataset of

* vulnerabilities

* assets

to inform triage decisions

N

R

NG

e

Intelligence
Backbone

» ®

Respond.
Targeted investigations and
incident response.

®

Detect.
* Detect threat in action.
+ Update asset database.
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Intelligent machines
Applying basic ML to identify trends
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World watch

Complimentary access to World Watch until 315t May 2022

on up for World

There have been 546 new signals since your last login

Search

Search

Flagged 18

Reference Summary

Updated - Emot

operation tar

light on Indla-based Dark Basin hack-fo

a by North K

French and US-based companies x

27/04/2022
Signal: SIG-607019

New Black Basta ransomware operation targets German, French and US-based companies.

Last weekend, the new gang k Black B: daimed ility for th k on the American Dental iation, a dentist and oral hygiene

advocacy association providing training, workshops, and courses to its 175,000 members. Quite rapidly after the claim, Black Basta started leaking data stolen during
the attack in their own leak site. While the group initially claimed to have leaked approximately 2.8 GB of data (allegedly 30% of the data stolen), the leaks are cumrently
no longer available and ADA’s name is not featured anymore on the website

Looking deeper into the encrypted files with the sion: basta while the ransom note is called: readme.txt. According to security analyst
@~Amigo_A_ on Twitter, the ransomware also used Ghlst RAT, a widely used tool capable of infiltrating targeted Windows systems. During the infection chain, Black

Basta operators replaced the desktop wallpaper with its own image. They also rebooted the computer using a shutdown function with attributes {shutdown  -f -t 0),

WMmdﬂﬁ,mmmemmrmmﬂemmmhmnmlrlndemdlirdlydnlgedﬂlewpeaarue
of ypted files usinga. icofile. Few i ing initial access was provided so far.

On Twitter, security researchers from Kela identified that the Black Basta group had recently declared themselves ready to buy network
and deposited 1 Bitcoin on Exploit.

We attribute a risk-level of 2 to this alert as this is a novel and developing threat targeting European companies. We expect to see more attacks emanating from this
ransomware operation in the coming months.

ess on cybercrime forums

We will continue to track, analyse, and share information relafing to active threats.

We advise you check out our Yara Rule created by our Reverse team in the Appendixes. I should however be noted that only one indicator connected to the
ransomware: has been disclosed on VT yet, meaning this Yara Rule might not suffice to detect the malware if the latter uses other files to infect new victims.

FDF link anly supparted if using Google Chome, Mozilla Fireiox: or intemet Explorer web browsars and popups are enabled for this site.



Actionable advisories

How World Watch intelligence is processed

M Security Operations Center Il CyberSOC Detection [l CyberSOC Threat Hunting I Managed Vulnerability Scanning

= The intelligence-led approach in action: about half of

the advisories are directly applicable in standard security
operations

= Most signals could be directly put to use in Managed
Vulnerability Scanning services

= 36% are reinforcing SOC/CyberSOC operations
= The other half can still be applied:

= They are addressing specific issues with external
providers (e.g. cloud services)




State of the threat model




Systemic factors

and resultant threats in advisories

[l Attacks on Mobile Phones l Threats involving Security Products [l Systemic Interdependence [l Threats involving the Supply Chain [l Threats involving Ransom
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—e—solarwinds —e—vulnerability - apple —e—vulnerability - mobile vulnerability - security products
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Story X
Story Y
Story Z

NLP — Document Similarity: Predicts what other bodies of text closely resemble the reference document.



US sanctions NSO Group and three others for spyware and exploit sales X

Main category
Categories
Urgency
Updated

Our reference

What you will hear

TECHBYVICE

A Private Spy Was Caught Using

a Hacking Tool to Target Their
Crush

Brings back memories of the NSA agents who did the same thing.

By Ben Makuch

& SIGNIN

{* SECURITY *}

News

< NEWS
Information
01/12/2021

Signal: SIG-11598

The U.S. has sanctioned four companies located in Israel, Russia,
Singapore for the development of spyware or the sale of hacking
used by state-sponsored hacking groups.

Congress wants to know what commercial spyware other countries are using

Intelligence funding bill for 2021 to mandate DNI to submit report to Congress about surveillance
vendors and the countries that use spyware.

@ in @ f

Written by Catalin Cimpanu,
Contributor

ed in Zero Day on June 11,

United Nations calls for moratorium on sale of surveillance
tech like NSO Group's Pegasus

Suggests the world to sort out a ban to preserve human rights, issues sternly worded

'Please Explain' to Israel

Simon Sharwood, APAC Editor



https://www.vice.com/en_us/article/n7j8dk/a-private-spy-was-caught-using-a-hacking-tool-on-their-crush
https://www.zdnet.com/article/congress-wants-to-know-what-commercial-spyware-other-countries-are-using/
https://www.theregister.com/2021/08/13/un_wants_surveillance_tech_sales_moratorium/
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Implementing intelligence

Mobile security
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Ing In advisories

More than once in the past 12 months

Technologies featur
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Systemic factors

and resultant threats in advisories

Il Attacks on Mobile Phones B Threats involving Security Products I Systemic Interdependence M Threats involving the Supply Chain M Threats involving Ransom
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Apple patches an NSO zero-day flaw affecting all
devices

Citizen Lab says the ForcedEntry exploit affects all iPhones, iPads, Macs and Watches

Zack Whittaker @zackwhittaker / 9:15 PM GMT+2 + September 13, 202
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Governments can’t possibly keep pace with demand, so a new breed of
PMC emerges from the Military Industrial Complex, ready to offer its
services.




ZERODIUM Payouts for Desktops/Servers' ZERODIUM Payouts for Mobiles’

 Windows RCE: Remote Code Execution
macOS LPE: Local Privilege Escalation
N Linux/BSD | SBX: Sandbox Escape or Bypass FCP: Full Chain with Persistence . i0S
- Any OS VME:Virtual Machine Escape RCE: Remote Code Execution . Android
LPE: Local Privilege Escalation . Any OS

SBX: Sandbox Escape or Bypass

£
4

Safari
RCE+LPI

§
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B .

ice. All trademarks are the property ir respective owners. 2019/08 @ Zerodium.com

nayouts are subject to change or cancellation without n

erodium.com

* All payouts are subject to change or cancellation without notice. All trademarks are the property of their respective ownars.



E3DHKI ALLID BIA SERHLNATANHDOL TIHHAIH






=1 Checking

@i ral
Eotali BuBFFTA
&

L+ BuEraE

¥
Eotali Bxaff
i
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1
ranpt
ute

A )
last Fragrant of sxpl
Epecial Autorun List Enter Prompt Mode i3 Erermalblue N
1 g Lol
: Eternalblun p
a3 apply
13 tauch all
23 prompt conf Lre

I
1> exncute

o List

e T

KOR Kew: A9

conf Lrn
v

root @k

Name Current Setting Required Description
EXITFUNC process yes Exit technigque (Accepted: ', seh, thread, process, none)
LHOST 192.168.1.36 yes The listen address

LPORT 4444 yes The listen port __.__-—-'-'_-_—

Exploit target:

Id Hame

8  Windows Server 2008 R2 (x86) (x64)

KALI

b
nsf exploit( 3 > run

[*] Started reverse TCP handler on 192.168.1,36:4444
[*] 192.168.1.36:445 - Generating Eternalblue XNL data
[*] 192.168.1.36:445 - Generating Doublepulsar XL data
[*] 192.168.1.36:445 - Generating payload DLL for Doublepulsar
168

[*1 192 1.36:445 - Writing DLL in /root/.wine/drive c/eternalll.dll

fiaiis iR n «+ DOUBLEPULSAR




News - Middle East Documentaries + Shows - Investigations Opinion

ALJAZEERA Now: Philippines Manchester Bombing Nepal Indonesia Taiwan

NEWS |

Europol: Ransomware attack is
of unprecedented level




~OWHARE SCAM ACCEPTS BITECI P




Apple patches an NSO zero-day flaw affecting all
devices

Citizen Lab says the ForcedEntry exploit affects all iPhones, iPads, Macs and Watches

Zack Whittaker @z




Emerging threats

On mobile devices

BLEEPINGCOMPUTER
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FluBot Android malware operation shutdown by law enforcement

By Bill Toulas

Europol has announced the takedown of the FinBot operation, one of the largest and fasts

Android malware operations in existence.

The malware operation's tak
following a complex technical

This new Android malware
bypasses multi-factor
authentication to steal you
passwords

uncover MaliBot, a p =rful new Android

il what you download, and from wt

n by Danny Palmer, Senior Writer on June 16, 2022
f v

A newly red form of Android malware s

bank detail d cryptocurrency wallets from u

malware targeting Android u

Ursnif Operators Leverage Cerberus to Automate
Fraudulent Bank Transfers in Italy




World Watch

Free subscription

https://www.orangecyberdefense.com/global/solutions/security-intelligence/world-watch



https://www.orangecyberdefense.com/global/solutions/security-intelligence/world-watch

Orange Cyberdefense

Build a safer digital so
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