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How to get ahead of the storm by 
leveraging intelligence.
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Challenge
… focus on real 
priorities? 

… be agile and 
adaptive?

… make best use 
of security 
technology?

… find signals in 
the noise & stay 
ahead of threats?

Sophisticated threats, 
complex solutions, limited 
resources and expertise.

How to…
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1. information concerning an 
enemy or possible enemy 
or an area

2. the ability to learn or 
understand or to deal with 
new or trying situations



What are we generally buying?
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The first documented appearance of the 
term indicators of compromise, or IOCs, 
in the modern context is from the first 
Mandiant M-Trends report, published on 
25 Jan 2010.

“



Being intelligent
Being intelligent, vs having intelligence



Observe

Orient

Decide

Act

Anticipate. 
• Capabilities observe for changes in the landscape.
• Assess the impact of changes.

Identify.
Creates a dataset of 
• vulnerabilities
• assets
to inform triage decisionsProtect. 

Take appropriate actions.

Detect. 
• Detect threat in action. 
• Update asset database.

Respond.
Targeted investigations and 
incident response.



Intelligent machines
Applying basic ML to identify trends
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CLIMATE

LONG TERM

WEATHER

SHORT TERM

Strategic

Tactical

Operational

Commercial

Free to public

Service add-on

Part of customer briefings

Managed
Threat
Intelligence

Managed 
Vulnerability
Intelligence

World
Watch

Threat
Intelligence
Report

Stories
about
Stories

Navigator
Intelligence
Report

State of
the Threat

Monthly
Intelligence
Report
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 The intelligence-led approach in action: about half of 
the advisories are directly applicable in standard security 
operations

 Most signals could be directly put to use in Managed 
Vulnerability Scanning services

 36% are reinforcing SOC/CyberSOC operations

 The other half can still be applied:

They are addressing specific issues with external 
providers (e.g. cloud services) 

They require more strategic or tactical adjustments
to avoid or mitigate

Actionable advisories
How World Watch intelligence is processed

Security Operations Center CyberSOC Threat HuntingCyberSOC Detection Managed Vulnerability Scanning



Catalysts EnablersRoot causes Emerging
threatsShapers

State of the threat model
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Systemic factors
and resultant threats in advisories

Threats involving Ransom
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Stories Topic 
model

50 Topics
20 Words

Identify
ThreadThread

Benchmark
Thread
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Qtr4 Qtr1 Qtr2 Qtr3

2020 2021

solarwinds vulnerability - apple vulnerability - mobile vulnerability - security products



Stories Topic 
model

50 Topics
20 Words



Story X
Story Y
Story Z

Stories

Find similar story Model

New stories

NLP – Document Similarity: Predicts what other bodies of text closely resemble the reference document.



https://www.vice.com/en_us/article/
n7j8dk/a-private-spy-was-caught-
using-a-hacking-tool-on-their-crush

https://www.zdnet.com/article/congress-
wants-to-know-what-commercial-spyware-
other-countries-are-using/

https://www.theregister.com/2021/08/
13/un_wants_surveillance_tech_sales_
moratorium/

SIG-11598

https://www.vice.com/en_us/article/n7j8dk/a-private-spy-was-caught-using-a-hacking-tool-on-their-crush
https://www.zdnet.com/article/congress-wants-to-know-what-commercial-spyware-other-countries-are-using/
https://www.theregister.com/2021/08/13/un_wants_surveillance_tech_sales_moratorium/


Implementing intelligence
Mobile security
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Technologies featuring in advisories
More than once in the past 12 months
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Systemic factors
and resultant threats in advisories

Attacks on Mobile Phones Threats involving Security Products Systemic Interdependence Threats involving the Supply Chain Threats involving Ransom





Governments can’t possibly keep pace with demand, so a new breed of 
PMC emerges from the Military Industrial Complex, ready to offer its 
services.













A cybercrime ecosystem 
hungry for new revenues

New types and levels of 
cybercrime are enabled 
by cryptocurrencies

Government hacking 
investment leak into the 
civilian space

Unprecedented new 
threats, attacks & 
compromises

An historical 
pattern to 
watch for





Emerging threats
On mobile devices



World Watch
Free subscription

https://www.orangecyberdefense.com/global/solutions/security-intelligence/world-watch

https://www.orangecyberdefense.com/global/solutions/security-intelligence/world-watch


Restricted

Orange Cyberdefense
Build a safer digital society.
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