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How Cortex can help
Healthcare

organisations?
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Palo Alto Networks Portfolio

Prisma Access

Secure Access Service Edge

Cortex XDR

Extended Detection and Response

FWaaS | Secure Web Gateway | Zero Trust
Network Access

Endpoint Threat Prevention | Endpoint Detection & Response |
Behavioral Analytics | Managed Detection & Response

Prisma Cloud

Cloud Native Security Platform

Cloud Security Posture Management | Cloud
W orkload Protection | Cloud Network Security
| Cloud Infrastructure Entitlement
Management

Prisma SD-WAN

Next-Generation SD-WAN

SD-W AN

Cortex XSOAR

Extended Security Orchestration, Automation and Response

Security Orchestration, Automation & Response |
Threat Intelligence Management

Attack Surface Management

Internet-Connected Asset Discovery & Mitigation

Unit42

Cybersecurity Services

Data Breach Response | Cyber Risk & Resilience Management |
Incident Response Services

Threat
Prevention

DNS Security

URL Filtering

Cloud-Delivered Security Services

WildFire loT Security

GlobalProtect

Data Loss
Prevention

SD-WAN ‘

‘ Prisma SaaS

DNS Attack Exploit, Malware, Malicious Site & Malware Enterprise loT Mobile User Secure Branch Data Protection & In-line & API Saa$s
Prevention C2 Prevention Phishing Prevention Security Security Connectivity Compliance Application
Prevention Security
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Healthcare security challenges:

- Budget constraints

- Lack of security personnel

- Difficulty to apply consistent security policies across all the departments (Flexibility
/ local management, shadow IT, Heterogeneous IT & unmanaged assets)

- Sophisticated attacks are targeting significantly healthcare organisations,

impacting the CIA of the patient data

3 | ©2021Palo Alto Networks, Inc. All rights reserved. % paloalto:



How Cortex might help? : Budget constraint

Cortex solution :

You cannot secure what you cannot see...

Embellishing net-new
detections

Cross-Data
Search and Hunting

Collect
Rich Data

High-Fidelity High Confidence Courses of Action
Compound Incident
ML Stitch and Causality

Detection Alerts Correlation Rules

ML Analytics
Query and Search
Cortex Data Lake
DIGEST INGEST

o Parsing Rules
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XDR/NGFW/OOB Sensors Third-Party Data Sources

Conceptual view

CONSOLIDATION and CENTRALIZATION of security objects

Establishing Context

Unified Enrichment

Data Extraction
and Sorting

Low Quality
Fragmented Data
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How Cortex might help? : Budget constraint

Technical view
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How Cortex might help? : Lack of security personnel

Conceptual view

Cortex solution :  stitching of data (NGFW, 0365, Cloud, etc...) / Multi-tenancy support

Data normalization and smartincident generation

O
Network Data
PR -
EEE @
v :
One Unified “Story”
o !
Endpoint Data :

Data is key (Visualisation /Analytics /Autom ation)
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XDR Parent Instance
: Pairing
: Request
Pairin
App | App val App val
XDR Child In XDR Child In XDR Child Instance

-State of the art technology for Multi-tenancy

Share responsibility model

-Advanced service (Assessment, MSS, Threat hunting,
Incident response/retainer)
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How Cortex might help? : Lack of security personnel

Technical view
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How Cortex might help? : Security policy consistency

Conceptual view

Cortex solution : sjngle platform for deployment, asset discovery, extended tooling

Single platform for Server, Mobile, Win/Mac end user

Discover

- Agent -
discovery
- Localmapping
(Broker VM) -
- AD import -
- Cloud import -
- Analytics

Install

Package
deployment with
local tools
Lightweight agent
Log collection only
Dynamic group
policy

Unified agent
(cloud/local)

Manage

Local/Global
exceptions
(incllHardening)
Agent Auto-Update
with test
environment
Autom ate
loC/changes from
APl (Autom ation
services)

Improve

Customize local
detection

Report on incident
closure

Measure your MTTD/R
SOC toolimprovement
(qualitative log sources,
vendor support,etc..)
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How Cortex might help? : Security policy consistenc

Technical view
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How Cortex might help? : Sophisticated attacks

Conceptual view

Cortex solution : State of the art prevention, detection, analytics and response technology

Complete protection lifecycle

HARDENING PREVENTION ADV. DETECTION

bailey V@Wkez E
Al ¥

F | \\“““
“,‘/,“‘ ")J‘\f)

eeeeeeeee

Device -  Exploit prevention - Telemetry based

control (Technigue + Netw. detection

Check based) - Analytics based

Encrypt - Malware prevention detection

Host Firewall (ML /Sandbox) - Correlation based
- Malicious Behaviour detection

prevention

RESPONSE

Full remote access
Python script
execution
Powerful query
language
Forensics module
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How Cortex might help? : Sophisticated attacks

Technical view
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‘@ XDR Analytics Detected Discovery Failed Connections. NTA-MED-7369 tried to connect to 251} Detected Unsigned process makes comnections ver DNS ports

@, XDR Analytics Detected Discovery Port Scan NTA-MED-7369 connected or attempte| o = :“"‘“'m‘

£ XDR Analytics BIOC Detected Discovery Uncommon net group execution The ‘net group’ command was executed Dt S ko o
/A XDR Analytcs BIOC Detected Discovery [Tse———— T —— = = s
/A XDR Analytics BIOC Detected Discovery Uncommon net group execution R T T a—————] — e ey
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£A XDR Analytics BIOC Detected Discovery Uncommon net group execution The ‘net group’ command was executed
£A XDR Analytics BIOC Detected Discovery Uncommon net group execution The ‘net group’ command was executed ™ o
£A XDR Analytics BIOC Detected Discovery Uncommon net group execution The et group’ command wes executed e
/A XDR Analytics BIOC Detected Discovery Uncommon net group execution The net group’ command was executed

£A XDR Analytics BIOC Detected Discovery Uncommon net group execution The ‘net group’ command was executed

@ XDR Analytics Detected Discovery Multiple discovery commands NTA-MED-7369 performed  unique did

@, XDR Analyties Detected Discovery Failed Connections. NTA-MED-7368 tried to connect to 504

@ XDR Analytics Detected Discovery Port Scan NTA-MED-7369 connected or attemptel I

@ XDR Analytics Detected Lateral Movement New Administrative Behavior NTA-MED-7369 performed 20 new odn|

@ XDR Analytics Detected Discovery Port Scan NTA-MED-7369 connected or attempte|

@ XDR Analytics Detected Discovery Port Scan 10.3.6.194 connected or attempted to d

@ XDR Analytics Detected Lateral Movement New Administrative Behavior 10.3.6.194 performed 38 new administ]

@, XDR Analytics Detected Discovery Port Scan NTA-MED-7368 connected or attempte|

@ XDR Analytics Detected Discovery Failed Connections. 10.3.6.194 tried to connect to 246 host|

@, XDR Analytics Detected Lateral Movement New Administrative Behavior NTA-MED-7369 performed 18 new adn|

@ XDR Analytics Detected Exfiltration Large Upload (FTP) NTA-MED-7369 uploaded 3.2GB to 4.4

@ XDR Analytics Detected Discovery Failed Connections NTA-MED-736 tried to connect to 757]

® PAN NGFW. Detected (Raised An Alert) Spyware Detected via Anti-Spyware profile DNSCat2 Command and Control Traffic Detection [ +3 Spyware Phone Home Detection

Low
Low
Low
Low
Low
Low

© PAN NGFW Detected (Raised An Alert) Spyware Detected via Anti-Spyware profile DNSCat2 Command and Control Traffic Detection | +4 Spyware Phone Home Detection
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THANK YOU
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