
How Cortex can help 
Healthcare 
organisations?
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Strata PA-Series

ML-Powered Next-Generation Firewall

App-ID  | U ser-ID  | C on ten t-ID  | D evic e-ID

VM-Series

Virtual Next-Generation Firewall

App-ID  | U ser-ID  | C on ten t-ID  | D evic e-ID

CN-Series

Containerized Next-Generation Firewall

App-ID  | U ser-ID  | C on ten t-ID  | D evic e-ID

Panorama

Firewall Management

Cloud-Delivered Security Services

DNS Security Threat 
Prevention

URL Filtering WildFire IoT Security GlobalProtect SD-WAN Data Loss 
Prevention

Prisma SaaS

D N S  A ttac k  
P reven tion

E xploit , M alw are , 
C 2 P reven tion

M alic iou s S ite  & 
P h ish in g  

P reven tion

M alw are  
P reven tion

E n terprise  IoT 
S ec u rity

M obile  U ser 
S ec u rity

S ec u re  B ran c h  
C on n ec tivity

D ata  P rotec tion  & 
C om plian c e 

In -lin e  & A P I S aaS  
A pplic ation  

S ec u rity

Prisma Access

Secure Access Service Edge

F W a a S  | S ec u re W eb G a tew a y | Zero Tru st 
N etw ork  Ac c ess

Prisma Cloud

Cloud Native Security Platform

C lou d  S ec u rity P ostu re M a n a g em en t | C lou d  
W ork loa d  P rotec tion  | C lou d  N etw ork  S ec u rity 

| C lou d  In fra stru c tu re E n titlem en t 
M a n a g em en t

Cortex XDR

Extended Detection and Response

E n d poin t Th rea t P reven tion  | E n d poin t D etec tion  & R espon se | 
B eh a viora l An a lytic s  | M a n a g ed  D etec tion  & R espon se

Cortex XSOAR

Extended Security Orchestration, Automation and Response

S ec u rity O rc h estra tion , Au tom a tion  & R espon se | 
Th rea t In tellig en c e M a n a g em en t

Prisma SD-WAN

Next-Generation SD-WAN 

S D -W AN

Expanse

Attack Surface Management

In tern et-C on n ec ted  Asset D isc overy & M itig a tion  

Palo Alto Networks Portfolio

Unit42

Cybersecurity Services

D a ta  B rea c h  R espon se | C yber R isk  & R esilien c e M a n a g em en t | 
In c id en t R espon se S ervic es  



- Budget constraints

- Lack of security personnel

- Difficulty to apply consistent security policies across all the departments (Flexibility 

/ local management, shadow IT, Heterogeneous IT & unmanaged assets)

- Sophisticated attacks are targeting significantly healthcare organisations, 

impacting the CIA of the patient data
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Healthcare security challenges : 



How Cortex might help? : Budget constraint 

C ortex solu tion  : 

You  c a n n ot sec u re  w h a t you  c a n n ot see…
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ML Stitch and Causality

Cortex Data Lake

Parsing Rules

Third-Party Data SourcesXDR/NGFW/OOB Sensors

Query and Search

Compound Incident

Detection AlertsML Analytics Correlation Rules

DIGEST INGEST

C ollec t 
R ic h  D a ta

L ow  Q u a lity 
F ra g m en ted  D a ta

U n ified  E n ric h m en t

E m bellish in g  n et-n ew  
d etec tion s

E sta blish in g  C on text

H ig h -F id elity H ig h  C on fid en c e C ou rses  of Ac tion

D a ta  E xtra c tion
a n d  S ortin g

C ross-D a ta  
S ea rc h  a n d  H u n tin g

St
it

ch
in

g

CONSOLIDATION and CENTRALIZATION of security objects 

C on c eptu a l view
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How Cortex might help? : Budget constraint 
Tec h n ic a l view



6 |  ©  20 21 P a lo A lto N etw ork s, In c . A ll rig h ts reserved .

How Cortex might help? : Lack of security personnel
C on c eptu a l view

C ortex solu tion  : 

D a ta  n orm a liza tion  a n d  sm a rt in c id en t g en era tion

Stitching of data (NGFW, O365, Cloud, etc…) / Multi-tenancy support

D a ta  is  k ey (V isu a lisa tion  / A n a lytic s  / A u tom a tion )
-S ta te  of th e a rt tec h n olog y for M u lti-ten a n c y 
S h a re resp on sib ility m od el
-A d va n c ed  servic e  (A ssessm en t, M S S , Th rea t h u n tin g , 
In c id en t resp on se/reta in er)



F u ll in c id en t story to p ivot from …
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How Cortex might help? : Lack of security personnel
Tec h n ic a l view

R em ed ia tion  su g g estion , ba se lin e  
for a u tom a ted  a c tion s
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How Cortex might help? : Security policy consistency
C on c eptu a l view

C ortex solu tion  : 

S in g le  p la tform  for S erver, M ob ile , W in /M a c  en d  u ser

Single platform for deployment, asset discovery, extended tooling

Discover

- A g en t 
d isc overy

- L oc a l m a p p in g  
(B rok er V M )

- A D  im p ort
- C lou d  im p ort
- A n a lytic s

Install

- P a c k a g e 
d ep loym en t w ith  
loc a l  tools

- L ig h tw eig h t a g en t
- L og  c ollec tion  on ly 
- D yn a m ic  g rou p  

p olic y
- U n ified  a g en t 

(c lou d /loc a l)

Manage

- L oc a l/G lob a l 
exc ep tion s 
(in c l.H a rd en in g )

- A g en t A u to-U p d a te 
w ith  test 
en viron m en t

- A u tom a te 
IoC /c h a n g es from  
A P I (A u tom a tion  
servic es)

Improve

- C u stom ize loc a l 
d etec tion

- R ep ort on  in c id en t 
c losu re

- M ea su re you r M TTD /R
- S O C  tool im p rovem en t 

(q u a lita tive  log  sou rc es, 
ven d or su p p ort,etc …)
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How Cortex might help? : Security policy consistency
Tec h n ic a l view
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How Cortex might help? : Sophisticated attacks 
C on c eptu a l view

C ortex solu tion  : 

C om p lete  prote c tion  lifec yc le

State of the art prevention, detection, analytics and response technology

HARDENING

- D evic e  
c on trol

- C h ec k  
E n c ryp t

- H ost F irew a ll

PREVENTION

- E xp loit p reven tion  
(Tec h n iq u e + N etw . 
b a sed )

- M a lw a re p reven tion  
(M L  / S a n d b ox)

- M a lic iou s B eh a viou r 
p reven tion  

ADV. DETECTION

- Telem etry b a sed  
d etec tion

- An a lytic s  b a sed  
d etec tion

- C orrela tion  b a sed  
d etec tion

- F u ll rem ote a c c ess
- P yth on  sc rip t 

exec u tion
- P ow erfu l q u ery 

la n g u a g e
- F oren sic s  m od u le

RESPONSE
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How Cortex might help? : Sophisticated attacks 
Tec h n ic a l view



THANK YOU
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