
Managed Vulnerability Intelligence 
[identify]
Prioritizing remediation using a risk-based approach to reduce your attack surface

A 5-step risk-based vulnerability management program

CONFIGURATION
Analyst team configures scans 
and the Vulnerability Intelligence 
Portal taking into consideration 
your context. 

AGGREGATION
All data sources that bring 
you visibility on your assets 
and vulnerabilities can be 
aggregated by forwarding. 

REMEDIATION
Scan results are enriched 
with threat intelligence and 
your context so you can 
prioritize your remediation 
according to the higher risk. 

To protect business-critical assets and ensure compliance, a company needs to identify, prioritize, and mitigate against 

important vulnerabilities before cybercriminals can exploit them. 

However, with new weaknesses constantly being created by changing systems, services, applications, and threats,  

vulnerability intelligence needs to be an on-going process. Regular scheduled scanning is the most effective way to  

manage network vulnerabilities. 

Our service offers regular and on-demand scanning by using a combination of leading vulnerability management  

technologies and risk-driven reporting engines, to scan both internal and external networks, as well as web applications. 

Moving to a risk-based model is key to making your vulnerability management program a success.  

ANALYSIS
The analyst team reviews 
the scan and confirms the 
information is consistent, 
analyzing the results to 
remove false positive and 
then share the report. 

MONITORING
You can define KPIs and 
the SLA to continuously  
measure your vulnerability  
management program 
and visualize it into the  
Vulnerability Intelligence 
Platform. 



Find out on more on how to stay on top of vulnerabilities: 
orangecyberdefense.com/global/solutions/security- 
intelligence/managed-vulnerability-intelligence-identify

Why Orange Cyberdefense? 
	▪ Co-management platform providing your security 

teams real-time visibility 

	▪ Intelligence backbone integrated to protect you 
from emerging threats

	▪ Security Managers understand your priorities, 
challenges and provide guidance and actionable 
recommendations

	▪ Monitor your users’ digital experience and address 
issues as they arise

	▪ Discover breaches in real time using Orange  
Cyberdefense proven Managed Detection &  
Response services 

Exploit our experienced analysts and industry-leading tools to 
succeed: 
Enjoy a full visibility on your asset  
portfolio: 
ensure you have an overview of every 
existing assets that make up your attack 
surface.

Master your full scope: 
whether it is network infrastructure, web 
applications, or endpoints, we extract an 
accurate view of your vulnerabilities and  
associated risk data. 

Stay informed and advised: 
we bring all of that data together and enrich 
it with threat intelligence and customer- 
focused context. We report both tactically 
and strategically on your attack surface.

Guided remediation:
once you have all the data and the ability to 
visualize it in a way that reflects your true 
business risk, our experts give you guidance 
and advice to produce smart and risk-based 
remediation actions. 

All vulnerability related data consolidated in the Vulnerability 
Intelligence Platform: 
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