Orange

Cyberdefense

Connect to Internet, Cloud, and Apps
without compromising security or visibility

Today, businesses are looking for means to securely adopt
new technologies and modern ways of working without
compromising security, visibility, and end user experience.

However, putting more point solutions is increasing
complexity, driving operational costs up, and hindering the
expected agility to respond to the evolving business needs
in order to be successful.

Therefore, a new approach is clearly needed.

Consistently enforced A fully cloud-delivered
protection policies security platform allowing
Across all users Hybrid deployments
On any device Improved agility

All the time High ROI

At any location

What we offer:

Accelerate SASE Transformation
Hybrid deployment helps you accelerate
your transformation projects while
maintaining a high ROI.

Co management gives you 24x7 real time
visibility & control on the different aspects
of the service.
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Integration with a wide
range of SD WAN solutions

Allowing organizations
to adopt a future proof
strategy towards Secure
Access Service Edge -
SASE

Future Proof

The different service levels and the
integrations with other Orange
Cyberdefense capabilities allows you to
customize the service based on your
current and future needs.

Intelligence-led security
We invest heavily in threat R&D to protect
you against emerging threats.




Managed Secure Access Highlights

= Designated Security Manager
= Increased complexity due to multiple point solutions = Monthly strategic reporting
with no/little integration among them
= |nconsistent policy enforcement, and the challenge to
extend protection policies to cover all types of access = When you want to consolidate visibility and policy

(Internet, Cloud, Business Apps). enforcement across all your access types.
= Lack of resources to staff a Security Operations Center . . .
(SOC) 24x7 When you require a provider who you can partner with
=  Lack of visibility on end-user digital experience * When you have invested in Palo Alto Networks

appliances in the past and want to extend your access
policies to the cloud, and private apps.

= Fully managed platform

= |ntegration with Orange Cyberdefense
Threat Intelligence
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Design & Deployment
Service Management
Customer Co-management
Platform Monitoring - Basic

Reporting - Basic

Orange Cyberdefense Threat Intelligence Integration Optional

Security Manager - Basic Optional

Threat Protection Policy Management - Basic Optional

Security Manager - Advanced Optional Optional

Threat Protection Policy Management - Advanced Optional Optional

Platform Monitoring — Advanced N/A Optional

Reporting - Advanced N/A Optional

Change Management by Orange Cyberdefense Optional Optional Optional

Why Orange Cyberdefense?

= Co-management platform providing your security
teams real-time visibility

Intelligence backbone integrated to protect you
from emerging threats

Security Managers understand your priorities,
challenges and provide guidance and actionable
recommendations

Monitor your users’ digital experience and address
issues as they arise

Discover breaches in real time using Orange
Cyberdefense proven Managed Detection &
Response services

Build a safer digital society www.orangecyberdefense.com




